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Introduction

It has been G years since the publication of the diredition of BaiY Application Platform. During
the years, | have writtemore thanone millionlines of codes for the platform using Assembly language
and C/C++anguagesThe most fundamental and importapart of the platform,the libutilitis library,
iswhollyimplemented by myself. In addition to the Windows platfotinat | had already been familiar
with, | have gradually become familiar with and become fond of some other operating sykkems
Linux, FreeBSD/NetBSD/OpenBSD and OpenSolaris, duripgptess of encapsulating rumber of
crossplatform* functions into libutilitis.

My main approach for implementing the other libraries within the platformoigiesign a set of
interfaces and frameworks on the basis ofthe libutiliis library The specificfeatures such as
cryptographic and compression algorithi®) the audio encoder/decoderand cross platform Ul
componentsare implementedusingstable third-party codes thaare freely availableAfter taking into
account thirdparty open source code, thepglication platform contains more than five million lines of
code.
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A variety of productghat are built uponthe application platform have beewidely deployedin
different production environmets, such as China CIBhina National Petroleum CorpSinosfe
Insurance taobao.com, yiguo.com, Yantai Wanhua GrdsPCIETE GENERA&Eelphi United Airdines
GE, Bertelsmann Accenture,China Everbright BankOne Foundation China Soong Ching Ling
Foundation and China UnicomThe wide deploymentin real prodution environmens not only
provides a reliablend platform-independentinfrastructurefor the highlevel applicationsbut also has
verifiedthe reliability, stability, portability anefficiencyof the application platform

Copyright of theApplication Patform belongs to BaiYang,h&rein a number of technologies are
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subject toa number ofnational and internationgbatents protectiors.

Theapplication platformcurrentiysupports the followingperating systems

=  The full range o¥Windows operating systesincudingWin98/ME,
WinNT4/2000/XP/2k3/Vista/2k8/Win7/2k8r2/Win8/8.1/2012/2012r&tc.

=  Linux, FreeBSD, NetBSD, IBM, AIXJMFSolaris, MAC OS X, and a varety of Un*x/POSIX systems

=  vxWorks, QNX, SMX, DOS, WinCE (Windows Mobile), NanoGUI, eCos, RTEMS,i @& andother embedded
systens.

The currently supported hardware platforms include x86/x64, ARM, |A64, MIPS, POWER, SPARC and etc.

A Quick Brief

As previously describe®aiY Application Platformontainsmillions of lines of assembly,/@ + +
code and thousands of mature geneqalirpose componentsit has been testeih the real production
environment of numerous Fortune 500 compaes. It has been used in multiple higbad
telecommunications, Intemet and distributed computing environments forerthan a decade

Thousands of mature and reliable highality functional componentsan greatly enhance the
quality of software productsn terms of performance, functionalityand stability It also brought
unimaginable conveniender the developmenbf the product For example:

High -performance 10 server components

The Application Platformuses assembly and asynchronous 10 to optimize the network service
components These componentgnable high performancaetwork servicesthrough the memory
zero-copy and asynchronous I@nechanisns via DMA + hardware interrupt©n an entrylevel 1U PC
Server (with duabkocket Intel Xeon 56xx) manufactured in 2Qétlthat time, the priceof the machine
was less than 20,00CNY) a single node can permiens of millicas of TCP / HTTRoncurrent
connections Correspondinglyvith the same machine, general servedevelopmentby Javaor .NET
can only support up to 3000 to 5000 concurrestnnections PHP ievenlower (See:3.2.1 High
performancel/O Framework3.3.1Web Frameworkand3.3.2TypicalWeb Use Casgs

Consiste nt HAC and HPC across multiple active IDC

Distributedhigh availabilityand high performance cluster with strong consistgassurancgant
splitbrain): Thanks for the ptented nano-SOA largescale distributed architecturdMe couldmaintain
a high cohesion, low coupling design under the premideeefing thesinglenode performance to far
beyond the traditional SOA architire, while simplifying the cluster deploymerand improve the
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cluster maintainabilitf See 5.4nSOA libapidbg 5.4.1 SOA vs. Al@nd5.4.2nSOA Architectuie

BaiY Port Sich Service (BYPS®YPSS is designed for providing a high available, strongly
consistent and high performance distributed coordination and message dispatching Seagmé on
the quorum algorithm It can be used to provide services suchfaslt detecion, service election,
service discovery, distributed lock, and other distributed coordination functionalitiegso integrates
a message routing service.

Thanks for oupatented algorithm we eliminate the network broadcastdisk 10 and other major
codswithin the traditional Paxos / Raf@lgorithms We have also done a lot other optimizatiors,
such as: support for batch modese theconcurrent hash table and high performance d@nponent
These optimizations allow BYPSS to support-idtrge scaé computing clustersonsist withhundreds
of thousandsnodes andens ofhillions portsin a limited(both for throughput and latencyyrossiDC
network environmen{See5.4.3Port Switch Servi¢e

Scaling out nodes acrossultiple activelDCand keepingstrong consisterty guarantee is the key
technology of modern higperformance and higlavailability cluster, which is also recognized as the
main difficulty in the industryAs examples September 4, 2018, theooling systenfailure of a
Microsoft data center in South Central US caused Office, Active Directory, Visual Studio and other
services to be offline for neary 10 housjgust 20, 2015 Google GCE service interrupted for 12 hours
and permanently logpart of data; May 27, 15 and July 22, 2016 Alipay interrupted for several hours
As well as the July 22, 2013 WeChat seninterruption for several hoursand etc. Thesemajor
accidentsare due to productnot implement themultiple activelDC architectureorrectly, so asingle
IDC failure led to full service dihe.

We have over 10 years of experiencetive distributed computing field. Wénold the related
distributed architecture and algorithmahich protected bya number of national and international
patents Thanks to hese leading distributed clustering algorithms and architectums can deploy
multiple active IDCcluster with strong consistent, high availabilitand high-performance guarantee
easily. We have been implemented theily multiple active IDC cluster dull range ofour products
providingour customers with unparalleled data reliability and service availability assurance
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Distributed coordination service
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Distributed coordination services providenctions such assenice discovery, service election,
fault detection, failoverfailback distributed lock, task scheduling, message routing and message
dispatching.

The distributed coordination service is the brain of a distributed cluster that is responsible for
coordinatirg all the server nodes in the clustdake distributed clusters into an organic whole that
works effectively and consistentlymaking it a linear scalable high performance (HPC) and high
availability (HAC) distributed clustering system
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Traditional Paxos/Raft distributed coordination cluster
Councillor A Councillor B Councillor C Councillor D

bl: Prolocutor initiate the proposal

b2: Councillor vote (accept / reject)

b3: Prolocutor announce the voting
result

a: submit request, c: return the result
App Server Cluster

Figure2

Prolocutor

The traditional Paxos / Raft distributed coordination algorithm initiates voting for each request,
generating at least three broaddas(btb3) and multiple disk IOMaking it highly demanding on
network throughput and communication lateg, and cannot be deployed across multiple data centers.

Our patent algorithm completely eliminatethese overhead. Thus greatly reducing the network
load, significantly improve the overall efficiency. And makes iy &asleploy clustes across multiple
data centers.
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Failover

Figure3

Based on our unique distributed coordination technology, the high performance, strong
consistencyluster acrossultiple data centergan beimplementedeasily.Fault detection and failover
can be done wihin asecond The system is still available even if the entire data cergteffline. We
alsoproviding a strong consistency guarantee: even if there is a network partition, it will not appear
split brain and other data inconsistenciér example:

\
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Slave Node B Master Node A

1.Tom : Account balance 100
2.Node B: Tom Transfer 20 , the balance of 80
3.Node A: Tom Transfer 30, the balance of 70

4 Tom actual balance
should be 50

VIP: 10.1.1.8
Provide services through the VIP

Figure4

In the traditionaldual fault tolerance scheme, the slave node automatically promote itself as the
master node after losing the heartbeat signal and continues to provide services to achieve high
availability.In this casegplit brain problemoccurs when both thenasterand slave nodes are normal,
but the heartbeat connection is accidentally disconnected (network partitidg)shown irFigure 4: At
this time, node A and B both think that the otherapty is offline.As a result, both nodes upgrade
themselves to themaster node and provide the same service, respectivdiitis will result in
inconsistent data that is difficult to recover

Our BYPSS service provides the same level of consistency eadiliertal Paxos / Raft distributed
algorithm, fundamentally eliminates the occurrence of inconsistencies such as split brain.

Similarly: ICBC, Alipay and other services are also have its own remote disaster recovery solutions

(Alipay: Hangzhod Shenzhen,ICBC: Shanghdi Beijing). However, intheir remote disaster
recoveryschemesthere is no paxos and other distributed coordination algorithms between the two

data centers, so strong consistency cannot be achieved.

For example, a transfer transaction thais been successfully completed at Alipay may take
several minutes or even hours to be synchronized from the Hangzhou main IDC to the disaster recovery
center in Shenzhenwhen the Hangzhou maidata centeroffline, all of these nossynchronized

Vi
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transactons are lost if they switch to the disaster recovery center, leads a large number of
inconsistenciesTherefore, ICBC, Alipay and other institutiovisuld rather stop the service for hours

or even longerand would not be willing to switch to the disasteecovery centerin the major
accidents of the main IDOperators will consider turning their business into a disaster recovery center
only after a devastating accident such as a fire in the main data center.

Therefore, the remote disaster recovery schenasd our strong consistency, high availability,
anti-split brain multiiDC solution is essentially different.

Due to the elimination of a large number of broadcast and distributed disintDother highcost
operation brought by the Paxos / Raft algorithrivlaking BYPSS distributed coordination component
also provides more excellent features in addition to the above advantages:

Bulk operation Allows each network packet to contain a large number of distributed coordination
requests at the same time. Networltilization greatly improved, from the previous less than 5% to
more than 99%Similar to the difference between a flight only can transport one passenger each time,
and another one can transport full of passengdrsthe actual test, in a single Gigah#twork card,
BYPSE&an achieve 4 million requests per second performaircéne dualport 10 Gigabit network card
(currently the mainstream data center configuratiott)e throughput of80 millionrequestsper second
can bereached There is a huge impwement compared to the Paxos / Raft cluster which performance
is usually less thaB00 requests per seconffestricted by its large number of disk 10 and network
broadcast).

Large capacityusually every 10GB of memory can support at least 100 milliors.pora 1Usize
entry-level PC Server with 64 DIMM slots (8TB), it can support at least 80 billion objects at the same
time. In a 32U large PC server (96TB), it can support dbwoition distributed coordinating object$n
contrast, traditional Paxos Raft algorithms can only effectively manage and scheduledreds of
thousands of objectdue to their limitations.

In summary, our patented distributed coordination algorithm providing strong consistency and
high availability assurance at the same lea®the traditional Paxos / Raft algorith#t the same time,
it also greatly reduces the system's dependence on the network and disk IO, and significantly improves
the overall system performance and capacifis is a significant improvement in the higragability
(HAC) and high performance (HPC), lagge, strongly consistent distributed clusters.

For a further description of the BYPSS service ,sd8Port Switch Service

Efficient high -strength cryptographic components

This includes basic functions such as pth#icalgorithms, symmetric encryption algorithms, data
encoding and decoding, hash and messagéhentication algorithmsgdata compression algorithms

VI
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and etc (Seed. Crossplatform QyptographicLibrary- libcrypto, and4.1 The QyptographicAlgorithm
Module - algorithm). In addition, theapplicationplatfiorm also provides a number of highly abstract
advanced components, such as:

The Virtual File System (VF8port data encryption and compression -tire-fly. VFS supports
dozens of strong encryption algorithmacluding AES (128256), TwoFish, etc., optimized using\RES
SSE4 and other assembly instruction set, with high efficieWwey.use this component t@rovide
on-the-fly data compression and strong encryption protection for thehole database and
configuration categories iaur productslike BlueWhale, WhiteDolphin, ZhiYeJing.comsmadn It also
includes strong cryptographic communication protectiommponents based on Public Key
Infrastructure (PKRnd etc. (Seed.2The @mmon FacilitiesModule - facility)

In recent years, securityssuesfrequently occur Well-known enterprisessuch asAmazon,
Wal-Mart, Yahoo, LinkedinSawy, JP Morgan Chase, UPS, eBlagom, Alipay,ctrip.com 12306,
Netease, CSDN, China Life Insurance, as well as major hotel groups (such as HOMEANNNNES
INNS JinjiangHotels InterContinental, Sheraton, Marriott, etcare frequently reported a kge
number of users information disclosureand othersserious security incidenisecurity protection
demand immediate attention

All of our databases (the entire dataset) and configuration data are stored in ottlessdfoped
VFS which supports ehe-fly data compression and strong encryptigmrovides comprehensive
protection for our customers.

Strong encryption algorithms based on industry standards ensure that even if a supercomputer
with one trillion trillions of key cracking attempts per second edmin the future, it will still take an
average of 540 billion years to crack a key.

Data query engine

Application platform also includes a query engine. Its ability is better than SQL lanbiaagey
own query engine gives us the flexibility to switabtleeen RDBMSs such as MySQL, MSSe@ley
Oracle, DB2, SQLite, and NoSQL databhisesviongoDB and Cassandrln addition to making
applications databasendependent, the query engine also provides a variety of advanced
characteristics that are not suppted by SQL language, such as ARE (Advanced Regular Expressions)
query with support for Unicode charset, join query with support for nested tables, mixed query of
business data and configuration data, virtual field query, and other customized queries.

The query engine was implemented using C/C++, and its hotspot codes were optimized using
assembly language fonainstream hardware plattorma3 millions times of evaluation of expressions
per second can be achieved on a ThinkPad Wkit@book (having4 coresand 8 threads@1.6GHy
producedin 2010, using single core and single thedy (See3.3CommorFaciliiedModule - facility,

IX
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and5.4nSOA libapidby.

More...

The above only refers to a few highliglwithin the thousands of components in BaiY Application
Platform.A more complete description is given below
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\Version
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Changedoy Reviewed by
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document

1.1 2007-08-09 | Updated document structurechanged section | Bai Yang
6.3.3 tosection6.4) and corrected minor
wording errors

1.2 200801-04 | Added description aboutVeb application Bai Yang
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1. Owverview of the Application Platform

The applicationplatform is thefoundation on which products are buiis well aghe interfacefor
communicatiorbetweena product and the operating systemnot only encapsulateall the functions
associated with theperating systenbut also providesa collectionof commontools. As an important
genericcomponent, theapplicationplatform plays &ey role in quick developmenbof high-quality and
crossplatform applications.

The application platform providesnumberof common feature$or the other components. These
features include:

*

Crossplatform and low-level support encapsulatesall operations associated withthe
operating system, such & maphoreatomic operationsshared memonfile mapping, thread,
network operations (Socket), file management, service contr®bistry accessInter-process
communication (IPC)server framework and etclhisis the key component for achieving a
crossplatform and multiplatform system.

Common features include user authenticaion and authorization strong encryption
algorithmsbased onthe PKlinfrastructure, commonnetwork protocols, binary and charset
encoding conversion automated script engine, form handling, data compression, task
management, log, audio/®, audio encodédecode, audio effecs HTTP protocol, Web
application extensionand etc.

Crossplatform data processingfunctionalites: include acrossplatform report generation
library with support for Excel and HTML formatdatabase component with support for ODB

and 1ISO SQL/CLI interfacandthe SQLitedatabase enginencapsulation

Distributed Computing Came up with the nanoSOA architecture and corresponding
supporting components, include: crossplatform API registration and dispatching framework

a geneic plugin interfaceAlso, it offers database connectors (DBC) for implementing strong
encryption, ditashardingand CA®asedoptimistic locking algorithmand has implemented
common DBC plugin#n addition, it has defined high available, strongly coisgent and high
performancedistributed coordinaibn and message dispatch service

Crossplatform GUI framework:encapsulatesystem functions such agindows, contros and
the system messagmechanismand provides a unifiednd platformindependentframework

for GUI applications.

Platformrindependent sipport for Internationalization(118N): providesa
platformrinde pendentmulti-language environment for components suchtfas report
generabrand GUI framework.
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2. Architectureof the Platform

The applicatn platform is the foundation on which all the other componedtspend It offers
platformrindependent abstractionbetween software developers andthe runtime environment
(hardware platform,compilerenvironment and the operating system), and also provideselopers
with a set of crosplatform componentsand frameworkghat are reliable, efficient andasyto-use.

BaiY Cross-Platform Libraries Relationship Chart

Functions Library Interface, Mediaand Others
libutilitis | wxWidgets |
base (compiler env, etc.) Afamous Platform
sysutil(system function) [, Independent GUI
facility(common features) Framework

A A A
libcrypto | DM | MISC |
encryption algm libreport libmlgui
compression algm libodbc_cpp libaudioio
common facilities libsglite_cpp language bindings
libapidbc libbaiy(javascript)

by BaiYang /2006 - 2012

Figureb

As illustrated in Figure 5, the application platformconsists of the following correlated
components:

* libutilitis: encapsulatesall fundamental functions associated with thehardware platform,
compilerenvironment and theoperatingsystem, and providesommon featuresandgeneral

frameworks.

*  libcrypto: this component waimplementedbasedon libutilitis andthird-party cryptographic
and compression libraes. It encapsulates altryptographi¢c compressiorand data encoding
algorithms. Relying on thisencapsulation the libcrypto component has implemented a
collection ofcommon features.



a BaiY Product BaiYApp.Iication. Platform
Technical White Paper

* Dataprocessing function€M):

= libreport: this is the crosgplatform report generation librarymplementedon the basis
of libutilitis. It supportsa range of file formats lik&xcel 2.0 (BIFF), Ex#d® (ExcelML),
Excel 2007 (xIsxgnd HTML, and offers features includingustomizable template and
variableschart generatorandl18Ncapabilities

= libodbc_cpp:this library wasmplementedbased onlibutilitis. It isa C++ encapsulation
of ODBASO CLI interfaseand supportsfeatures lke prepared statement, parameter

binding,zero-copyresult setretrieval (result setfield pre-binding), and etc

= libsqlite_cpp:this library wasmplementedbased on libutilitislibcryptoand the SQLite
engine Itis a C++ encapsulatioof SQLitedatabag enging andsupportsfeatureslike
preparedstatement, paramete binding and VF®asedwhole database encryption using
strong cryptographic algorithea

= libapidbc this library wasmplementedbased on libutilitis, libcrypto, libodbc_cpp and
libsqlite_cp. Ithas defined aet of crossplatform interfaces for common plugins, and
hasfurther implemented acollectionof commondatabase connectorg:urthermorg it
has defineda complete set of toolsisedfor managingAPI registrationdispatchingand
requestsqueuingfor communications among the functional plugins

* Userinterface andmulti-media libraies

= libaudioio: this library was implemented based on libutilitis It provides a
platformrindependent audio I/O mechanism, encoder and decoder for various audio
formats, and some generdilters. Alsq the library provides some common tools likéhe
audio playing/recording tool.

= libmlgui: this library wasmplementedbased on libutiliis and the wxWidgets framework
It provides a completeset of platform-independent 118N GUI framewor& and related
common features

The above mentioneccomponentsare discussed in more details in the following sections
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3. Crossplatform Infrastructure - libutilitis

Asillustrated in the system architecture, the application platfon® at the bottom layer of the
entire product, and libutilitis is the infrastructufer the platform. The main function of libutilitis is to
encapsulate all the detailassociated with thehardware platform,compiler environment and the
operating system, rad to offer a set ofeasyto-use, consistent and platforamdependentAPE. Based
on these functionalitieghe libutilitis library alsoprovides some common tools and framewark

libutilitis Module Structure

Implemented easy-to-use and extensible
generic functions and a design patterns

base |
@ Defines the macros and types associated
with the compiling environment and
hardware platform.
@ Implemented generic handle class (smart
pointer class), buffer area management,
character string enhancement, and other
fundamental tools.
N
sysutil |
@ Built on the basis of the base module;
encapsulated functionalities associated
with the operating system.
@ Provides efficient, robust and easy-to-use
|mp0rt function components and development
N
facility |
@ Build on the basis of base and sysutil;
implemented some commonly used
auxiliary functions.
Import framework

by BaiYang / 2006

Figure6



BaiY Application Platform

a BaiY Product . .
Technical White Paper

Asiillustrated in Figure 6, libutiliis is composed ofhree interdependentmodules which are
discussed in the following sections

3.1 The Base Modulebase

The base module encapsulates the detadssociated withthe hardware platform and the
compiler environment, and providesiniversalfundamental tools for the sysutil andthe facilites
module

When westart to developa software module, we alwaygantto provide users with thdullest
feature set the easiest to useinterface, and robust agile and elegant components without
compromising efficiencyUnfortunately, something that carsatisfyall these conditions is out of the
current human capabiigs. In most cases, we have to painfully compromise some aspects.

Therefore, it is necessary to detemai the importancelevel of eachfactor before we start to
design.This can helgo build consistentand easyto-understand interfacesin terms of the base
modulg the factors being considered before designingre as follows(in descendingorder of
importance):

1. Reliabilityrobustnessand correctnessto eitherexecute a tasbr to inform the user with an

error message explicitly.

2. Efficiency to improveefficiencyto the greatest degree possiblen the premise of ensuring
reliability and correctness

3. Usabilty: to make interfaces easyo-use and easyto-understand as possible; to provide
obvious prompt in places where unexpected results may occur.

4. Portability: to minimize to the greatest degree possiblthe effort requiredfor porting the
softwareacrossunderliayerplatforms

5. Maintainability and extensibility: to define a clear inner structureand to keep system
architectureaseasy to extend and maiain as possiblepn the premise ofjuaranteeinghe
abovefactors

The base module can also be daddinb two parts according to their relevance with the
implementation detailsbottom layer and interface layer.

3.1.1Bottom Layer of theBaseModule

The bottom layer of the base module handles issues related to hardware characteristics and the
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compiler envionment. To ensuremaximum execution efficiency, the bottom layer is completely
composed of complemacromagicand dozens of typedetf.

The bottom layer is théundamentalpart of the entire libraryAll logigudgmensare achievedvia
plenty ofmacro magt, which aredifficult to use and maintain, thougthey have completely eliminated
runtime consumptionUsersrarely need to us¢hesemacras directly, and also should avoigsingthem
(except forideographic macrs)whenpossible

Similarwith many of corfigurable libraries,users can adjust various function atehaviour
options available in libutilitis by definingy changingsome on/off macros before compiling

3.1.2Interfacelayerof the BaseModule

The interface layer is an encapsulationttod low-level implementationsand provides users with
consistent aneasyto-useinterfaces. For example,

*  Provides transparent INT64nteger simulation in compilerenvironments that do not
support64-bit Integer

*  Provides acquire, release andho barrier semantts atomic operations for 3dit, 64bit
and pointer data types It is preferred to implement atomic operations via
intrinsic/built-in methods provided by the compiler and the inlinessemblylanguage
Atomic operationsare currently suppored onplatformslike x86x64, 1A64, ARNMOWER
MIPS, and SPARC. ptatforms that do not support hardwarkevel atomic operations,
libutilitis can offer atomic support viaperating systenAPI or bysimulating it using a set
of mutex with hash collections optimizatiorlf the target platform is an embedded
environment without thread support, all atomic operations will be degraded as the most
efficientandunprotected dummy implementation.

*  Provides read write, read only, and writer onlgnemorybarrier operations Simikrwith
atomic operations support, it is preferred tmplementmemory barrier operations via
intrinsid built-in methods provided by the compiler and the inlinessemblylanguage
The platforms that support atomic operations also support hardwevel memory
barrier operations.For platforms that do notsupport the latter, libutilitis providesa
simulation using mutex

For more details abouatomicand memory barrier operations refer to sectiondAtomic
Operations _andvolatile Keywordg in my documentC++CodingGuidelines(Chinese

only).

* Provides plenty ofidentifier macros associated withthe platform or compiler For
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exampe, force inline instructions DLL symbol exporinstructions inline assembly
instructions the current hardware platform, compiler type, ancbmpiler supported
characteristics(e.g., whether the compiler suppattemplate embedding and hash
container) etc.

* Providesa serief optimization instructionsassociated witlthe low-level platform, such
as branch prediction optimization, prefetch optimization, and register usage
optimization related to hardware platform type.

* Provides anechanismto guaranteethe initialization order of the global objects. C++
language can onlguaranteethat global objects within the same compiling unit are
initialized in the defined ordefThere is no guarantee about the order in whiglobal
objects fromdifferent compiling wnits are initializedFor compilers (e.g. GCC) that do not
support customizedorder for global objects initialization, libutilitisalso offers a
compilerindependent mechanism to guarantee tleder of global objects initialization.
For further discussionson this topic, refer to sectiondThreads Safety and
Interdependence Issues with Global Objects Initializatiormy documentC++Coding
GuidelinegChineseonly).

* Implemented a collectiorof platformrindependent call stackacktracing tools which
can be usedo obtaincall stack information undehe current context ounderspecified
context Theseinformation include module name, source code file name, line number,
function/method name (suppogMSVC/GCC namnmangling and etc.

In addition to the encapsulation of lovevel details a number of fundamental tools are also
implementedwithin the interface layer. For example,

* Generic handle templatéa smart pointer class with reference counting suppoith most
cases, lhe generic handle is designed to replacthe traditional C pointer.Its major
characteristicare as follows

= Autamatic management: users dmot need to worry about when the resources should
be destroyedand who should destrohem.

= Exception safety guaranteessatisfies RAII Resource Acquisition Is Initializatjon
semantics and ensuresthat exceptionswill not result in anymemory leak or program
error.

= High efficiencythe generichandlehasthe sameefficiencywith apointer forperforming
all operations, except creation, destroy, and copy operatioBsen whilgperformingthe
latter operations,only maintenanceof reference countings added

= Hror prevention: the generichandle caneffectively avoid memory lela and other
program errorsand hasdramatically simplifid program desigmssociated witlpointers.
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= Customized destroy strategy and NIL valpeogrammers can custoize the destroy
strategy (the default is to use delete operation) atige NIL value (set to NULL by
default). For exkample, br templatesthat deal withfile handles programmers casetthe
destroystrategy as calling thile close function, and specitpe NiLvalue assomething
like INVALID_HANDLEustomized NIL value and destroy strategy are introducess
template parameters and afeoundwith instancesvhile compiling, so they will not add
any processolndmemoryconsumptionat runtime.

=  Support br static handle (bindingithout ownership

=  Support forconstruct with DontlInit indicatqrwhich helps tacreate efficient local static
object with multi-thread safety. For more details about this topic, refer section
OThread Safety Issue with Local Static Objects Initializgtromy documeniC++ Coding
GuidelinegChinese only)

= Users can specifgference countingariable typeby the template parameterThis helps
to ensure multithread safetywhen using atomic variable type (the default value)o
completes reference countinyVhen threadsafetyis not required users can choose to
implementa reference countingnechanisrrusingprimitive Integertype that has better
performance.

* Temporary handle templatesimilar with the generichandle template temporary handle
template also obeysRAIl semantics, customized destroy strategy and NIL vaheeother
characteristicsThe only difference is thahe temporary handle does not support reference
counting, so uses need to explicitly release ownershipn order to passpointers. Different
with the generichandle which is often used feassobjects betweerfunctions or threads, the
temporary handleusuallyguarantees RAIl semantics and security (whamexceptionoccurg
for a single function or code blodBecause reference counting is not needed, the temporary
handle hagxactlythe sameefficiencyasprimitive pointers with respect to all operations.

* basic_bufferithe basic_buffetemplate is an efficientbuffer management tool compatible
with the basic_string template withithe C++standard librarylt is fully compatiblewith STL
basic_string, but offirs higherspaceand time efficencyand a more fine-grained storage
management mechanismThanks to the support for a collection of technologies like
referencecounting, copyonwrite, memory reallocation, buffer prallocation and stati¢no
ownership buffer, basic buffer can offer much higheafficiency than basic_string.
Furthermore there isa specialisedemplate class whicls specifically optimized for BLOB
(basic_buffer<BYTEohjects

*  String extensiorlass providesextension capabilities for lséc_buffer or basic_string, such as
streaming operations, type conversion, common strifgarsing tasks, various inverse
operations,BRE/ERE/ARE (TCL &2jular expressianwith Unicodecharset support and
escape operations on the basis of callback anlsyl table and etc
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* Highefficiencylinkedlist node template: the CListNode templateas encapsulated the node
operationsassociated witfrdoubly linked list Comparedo std::list, CListNod@rovides O(1)
time complexityand more flexibldinkedlist usage like node separation, node exchange and
node movingwithout the need for memory reallocationVhenthere is a need to use linked
list, users should first try to use the std:list contain®nly whenthe std::list container
cannot satisfythe requirements, users can consider using CListNode to implendexticated
linked list

* LRU Cache templatéhe template isa buffer manager powered biyhe LRU (Least Recently
Used)algorithm It supportsa complete collection of operatiorigke settings delete, match
traversaland management. Users can choose to performkaye indexing and matching
using hash table (hash_mapinordered_may), B tree (std:map)or any STL compliant
containes. Thisbuffer manager utilizes CListNode for maintainamgefficientLRU Kt.

*  Other extensionsf standard libraryincluding the fixed_vectotemplate which utilizes static
buffer area and is compatibleith std::vector acircularbuffer container that is compatible
with std::deque wrapper clasof standard C libramg file operations,universal pointerand
subscriptbasedterator encapsulationvarious member function adapterand etc

* Encapsulation of xxeptionsprocessingthis encapsulationobeys theRAIl semanticand is
usedto handle unexpected exceptionas well agxceptionsoccurredwith operator newand
operator delete For more details about this topic, refer to sectiofExceptions and 6C++
Exceptions Mechanism Implementation and Consumptions Anélysisyy documentC++
Coding Guidelines

* Error handling mechanism: libutiliis can capture althprocessedfatal errors within
applications andoutput themto the global loggerobject. These errors include:

= C++ runtime errors, such asexpectedexceptions or exceptions that amgithin an
exception;

= Errors reported by the operating systesuch asnemoryaccesiolation

Meanwhile the current tinction call stack under the problematic context wikobe output
to the global logerobjecttogether with the errors

In conclusion, théase moduléhas encapsulatedll the fundamentalfeaturesassociated wittihe
low-level platform and thecompilerenvironment. The libutilitis library anéll other moduleswithin
the applicationplatform highlyrely onthe fundamental toolglefined by the base module
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3.2SystemUtilitiesModule  sysutil

The systenutilities module is builton the basis othe base module, anthas encapsulateall
functionalities associated with theperatingsystem. It offers a platforrmdependent, easyo-use and
reliable interfacefor users to interactwith system functions The factors being considered before
designinghis module and their importance levels are the same as those for the base module.

The design goaf the systemutiliies modulewasto encapsulatethe great majorityof common
services provide by the operating system and hardware platforiihis module provides corresponding
interfaces for almost all the features arfdnctionalitiesthat can be found in traditionabperating
system textbook For example:

*  Process controiincluding

= Create praess (e.g., sukprocess creation with user impressing input/output
re-directing hidden processreation);

= Terminate procesand wait for process being terminated

= Preemptive settingsas well as settingske priority level schedulingalgorithm, and CPU
affinity;

=  Setlimitsfor resources like memory and file hangle

=  Query procesdnformation, include resource usagsuch asCPU time and memory size
modules loaded bythe proceses processes loaded by thsystem and memory

mappinginformation etc.

=  Lookup belonged modulaisinga given addresd-orexample Jook upthe dll/so module
that provides function calling according to a function pointer).

* Thread and TLSupportoperations likecreate, run, suspend continue, stop, kill and etc;
preemptivesettings as well as settings like priority levethedulingalgorithm, CP Usffinity,
and the ideal processor; retrievstatus and statistics information of a threatklinquish
remaining time slice of current threadr forciblyswitchto another threadcreateand access
TLS storage.

* Coroutine: also known as fiber, @ocess, anduser thread,coroutine is aconcurreny
mechanismmore lightweightthan thread. Thelibutilitis library supportsa complete set of
co-routine operationsand also offers a runtime emenment based on thread pool with basic
FIFO scheduling algorithm supporteBy deriving a newclass users caneasily specify
runtime environment andgchedulingalgorithm according to their owrequirements

* Synchronization mechanisms likeemaphore mutex, and event (condition variable)
Moreoverlibutilitis offers highspeed synchronization mechanisms Ifkatex fastsemaphore
and spinlock for platforms that support hardwaréevel atomic operationsFutex has

10
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implemented full usemode mutex that suppats recursive call, thusmost of the user mode
and kernel mode switch of thdock/unlock operation could be eliminated This has
substantiallyimprovedits working efficiency. Compared withildows Critical Sectiorkutex
providesa broader range dieatures (such asimeout waiting) and slightly higher efficiency.
Fastsmaphore has similar advantagesover sesmaphore Both Futex and fastsemaphore
within libutilitis supportspinlock operations, and can automatically detect the amount of
online processors n the current environment and fallback tthe standardmode in a
singleprocessor environmentOn platforms that do not support hardwaskevel atomic
operations, fassemaphoreperformsequaly to normalsemaphore andFutexisthe sameas
normal mutex. Sousers can alwaysetain the most efficient synchronization method
(platform-independent)without further code changes

* Dynamic library (dll/so) loading tool: a platfofimde pendent toolusedfor loadingdynamic
library andlocatingAPlentry.

*  Synchronoust asynchronous/O operations on filespetwork, andcommunicationdevices:
libutilitis hasencapsulatel I/O operationsassociated wittfiles, network (socket, support for
IPv4 and IPv6), and communication devices like serial parsllel portand pipeline. It also
offers a set of platforrindependent asynchronousl/O frameworks g¢ee the following
sections.

* File mapping angdhared memory supports access controlike read, write,execute and
Copyon-write (CQV), and allows users tbuild file mapping or shared memory at specified
baseaddress.

* Directory managementcontainsa complete set ofools used fordisk volume and directory
managementlt supports:

= Traversalcopy/move/deletion of directories, files ah subdirectories, manipulae
properties andauthority settingsof them

= Retrieve ofdisk volumetopology and file system information, as well as detailed
information of allcurrenttymounted volume devices.

* System clock, time zone, DST rules and tpenoperations: libutilitis provides a complete
set of operationsssociated withime andcalendarand supportigh precisiorperformance
counteroperations.

* High precisiortimer: this has encapsulated high-precisionand periodictimer mechanism
providedby the operating system.

*  System logsend log messagesto syslogd (unix) or System Event Service (Windows).

* Service manager: addélete/manage services and drivers within the current platform or
within the specified computefcurrently windows only)

* Savice Daemon framework: aplatform-independent framework used fodevelopng
Windows Service or Unix Daemon.

11
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* Charset encoding conversion: supportsndbws API, POSIX libiconv, IBM libicu and ISO C
locale API;can automatically select the best encoding nverter according tocharset
encoding and the current settings of the specifigdtform.

*  Acquisition of patform information different withthe macrosthat are predefinedn the base
module, libutilitis offers a toousedfor dynamically acquiring inforation of the current
platform during runtime. The information includeperating systenmtype, product series,
version number, Service Pack/Patch numbgystem uptime memory pagesize CPU
type/width, CPU byte order, theaumber of processorand etc.

* Regstryaccess, terminali€xtual user interfacecontrol and other commonly used features.

* Memoryvalidation(for read/write/execute), system management (log off, shut down, restart),
environment variableexpandingand othermiscellaneouseatures.

On platforms that do not support some specific features, the sysutii module also proades
transparentsimulationlayerfor users For example, a virtual registry implementation (fully compatible
with the Windows registry is providedon platforms that do not suport registry operations. These
features can be compiled across platforms and can automatically switch ionffiementationthat is
best suitable for the current platform. For exampsystem offered registry service seferred for use
on Windows platfam, andthe virtual registry servicprovided by libutilitiss used for other platforms.

In addition, he systemutiliies module hasalso supplied some application framewortkat are
closely related tdhe low-level platform. Foexample

* The systemarvices frameworthasencapsulatel the standard workflow and working moble
for serviceprograms Applicationghat are built upon this framework behave as a Daemon in
POSIX emanment. Howeverin Windows, theyactas a srviceand cework with the System
SrviceManager

* Efficientl/O framework which will be discussed in the next section.

Systemevel frameworks and toolkave providedbig help for building some critical applications.
They haveconsiderablyreduced the cost for crosglatform transplantng, andalsohave improved
development efficiencyas well axode quality through higldensitycodereuse.

Though libutilitisshould offerfeaturesas consistent as possibéeross platformsbut apparently
there are stillsome differences cannot be avoidieThe service manager is the most typical example.
WInNT series platforms provide a service manager to manage aiatiegroundservices and drivers
within the current system. Similar mechanismedmot exist in most POSIX environments (such as
un*x/linux) and DOS environment. Obviously, it is hardnplement simulation ofsimilarfeatures
without operating system support, becausiis involves interactions with the other system
components.

One key principle fodesigningthe libutilitis library is to ahieve reliability, correctness and
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completeness. We can choose to not include sdeauresin libutilitis, but once weprovideafeature

to users, we must guarantee thisomponentcan perform correctly and stably. For some specific
features libutilitis can either notto include them, or providea complete set of clear interfaces. For
example, libutilitis will never provide @directory access classat does not supporfile/ sub-directory
traversal This guaranteesisers willnever be forced tobypassa component within libutilitis and
implement the features again by themselvégcause tlat componentis lacking of some basic
functionalities

Based on the above principle, feeomponentswithin the libutilitis library may be unable to
implement fullytranspaent crossplatform capabiliesSeethe User Guide for the libutilitisbrary for
more details

The base module and systeatilities module together have encapsulated most of the services
associated with the platform. In real projects, however, there ahances that users need to directly
access operating system features and hardware resources. For example, when the @i@gscn a
third-party COMcomponent, or when ha&pot codesneeds to be optimized using inline assembly
language.

One of the mosattractive characteristic of C/C++ languages is, they biswaltaneoushprovided
easyto-use highlevel language, standard libraries with a broad function list, premium efficiency, and
the capability to directly access the ldewvel hardware. The desigyoal of libutilitis is never to set
obstaclesn executingthese tasks, on the contrast, libutilitis is dedicated to provide a set of tools that
can help users to achieve their design goals in a more elegamientable way.

The libutilitis library isntended to offer users a set of plattoAndependent implementationghat
are complete, efficient and reliahleNVe truly understand that lacking of any of these conditions will
force users to bypass libutilitis, and turn to implement some functions (tfzst key importance to
them or their projects) by themselves. While substantially reducing direct interactions with the
low-level platform, libutilitis can also help users to complete thasevitableinteractions in a more
structuralizedand controllable wg

For example, the library contains macros that can be used to identify:

= compiler manufacturer, version, and whether the compiler and standard librgrpeus
spedcific functionalities;
= the operatirg system on the target platform;
= CPU type/width and CPbyte order, and etc.
The library also containsother macrosthat can be usedncapsulate different inline assembly

syntaxin various compilers, and the tools class tlsatised to dynamically acquire platform type and
version information during the runtime
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The libutilitis librarycan performa great majority of common tasks on behalf of users, and help
users to actave those inevitable interactions with the lelevel platform in a moreonvenient elegant
andportable way. These havénally resulted in amore concise, robust and easier to maintain product.

3.2.1High performancd/O Framework

High performance /O framework has encapsulated a higbncurreng, highload and
multi-threaded!/O server mode In general, the current I/O motiecan be classd into the following

major types:

* Model 1. multi-threaded and synchronous blocking I/@nodel Use cone connection per
thread/procesg design Asthe most basiceasiest to implemenandleast efficientl/O servo

model, it is utilized by the famous apaclkeeb server.thas the followingnajor problems:

= Creating a thread/process for each connectresultsin high consumptionWhen there
is highconcurrency, a great majority of serveisourcesare mainly wasted on frequently
creating and switching threadsfocesses.

= Weakdefenceagainst DDoS attacks targeting higincurrency anglow requests

= Lack support for applicationthat need to maintain many keepglived connections
concurrently(every connection will occupy a thread or process for a long time).

* Model 2: highefficiency poll €poll/kqueue/event portX) mechanismwith synchronous
non-blocking I/Omodel. Multi-threadedand cone N | Ré 02 y y S Oldesigy’lt LIS NJ
utilizes the efficient polling interface provided by the operating system to perithgicait for
some connections within a connections collection to become usadid, then performs
non-blockingread and writeon the usable connections. That is, read data from the receive
buffer of the lowlevel protocol stack or copy data to the sendfewfof the protocol stack.

Finally, it enters waiting status again using the palling interfd¢e. advantage of thiservo
model is:it can use a few threads to process a large amount of concurrent connections,
achieving high space and time efficienttg disadvantage ighe programming model is
complexand relies on specific API provided by the operating system.

* Model 3:this model is characterized asynchronous 1/O, muHthreaded, and the cone
active connectiorper threac design In this servomodel, applicationssubmit required 1/0
operations to the operating systerand after the operations are complete, the operating
system will notify applications through a callback mechaniSheoretically this is the most
efficient I/Oservomodel. The reasors that applications can submit the memory address to
be transmitted to the lowlevel hardware, which will complete the I/O operations directly at
this memory location using DMA. This has implemented-pepy. After the operations are
complete, the hardwee will trigger an interrupt request to the operating system, which will
then callback the application. This mechanism can avoid polliagng and connection
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