Technical Advantages



Introduction

A ShanghaiPHILGTECHnas leading technologyfor crossplatform and efficient software development
Over the years,we have completed a number of selfowned products with independentintellectual
property rights, suchas BaiYApplicationPlatform BlueWhaleTelecomBilling System WhiteDolphinERP
platform, BYCDMNand BY S.TAt the sametime, we alsoundertook and participatedin the constructionof
many major projects such as Taobaocloud computing platform (the predecessorof Alibaba Cloud,
Shanghaisubway reconstruction project, SIP softswitch system ZhiYeJdingom talent platform, and
IntelligentloT warehousing

Product Architecture
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BaiY Application Platform (BAP)
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A See details:
http://baiy.cn/doc/asp_whitepaper_en.pdf

A BaiYApplicationPlatform containsmillions of lines of

assembly,C/ C + + code and thousandsof mature
generatpurpose components It has been tested in
the real production environment of numerous
Fortune500 companies It hasbeen usedin multiple
hightload telecommunications, Internet and
distributed computingenvironmentsfor more than a
decade

A Supportsmost mainstreamoperatingsystemssuchas

Windows, Linux,BSD,IBM AlIX,HRUX, Solaris MAC
OSX, vxWorks,QNX,DOS WinCEWindowsMobile),
NanoGUIeCos RTEMSANdroid,10S etc.

A Support mainstream hardware platforms such as

x86/x64, ARM,IA64, MIPS POWERSPAR@nNd soon.


http://baiy.cn/doc/asp_whitepaper_en.pdf

BalY Application Platforae

We have strong and consistentmulti-active IDChigh-availability, high-reliability and
high-performancedistributed clustercomponentsprotected by a numberof national
and international invention patents core technologiessuch as distributed file
systemsthat support realtime strong encryption and data compression It can
provide high availability, reliability and securityguaranteesfor key servicesbeyond
Alipay,GoogleGCEWeChatandother services

Productsbasedon the BaiYApplicationPlatform can use the distributed database
platform and data query and analysisengine independently developed by us to
perform data storage and management Its strongly consistent6-copy technology
acrossmultiple IDCensuresextremelyhigh datareliability.



BalY Application Platforns

The Application Platform uses assemblyand asynchronouslO to optimize the network
servicecomponents Thesecomponentsenablehigh performancenetwork servicesghrough
the memory zero-copy and asynchronoudO mechanismssia DMA+ hardwareinterrupts.

Onan entry-level 1U PCServer(with dualsocketintel Xeon56xx) manufacturedin 2011 (at
that time, the price of the machinewaslessthan 20,000 CNYor 2850USD)a single node
canpermit tens of millionsof TCP HTTRconcurrentconnections Correspondinglyith the
samemachine,a generalserverdevelopmentby Javaor .NETcanonly supportup to 3000to
5000concurrentconnections,PHRAs evenlower.

Thanks to the extremely high singlepoint performance and the distributed high
performanceclusterarchitecturethat canbe scaledout on a large scale the capacityof the
productbuilt basedon the BaiYApplicationPlatform hasvirtually no upper limit.
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A Distributed coordination servicesprovide
functions such as service discovery
service election fault detection, failovet
failback distributed lock, task scheduling
messageaouting and messagealispatching

A Thedistributed coordinationserviceis the
brain of a distributed cluster that Is
responsiblefor coordinatingall the server
nodes in the cluster Make distributed
clustersinto an organicwhole that works
effectively and consistently, making it a
linear scalable high performance (HPC)
and high availability (HAC) distributed
clusteringsystem

¢

|
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BalY Application Platforns

Traditional Paxos/Raft distributed coordination cluster

Acceptor A Acceptor B o e AogentorD A Thetraditional Paxos Raftdistributed
m “ m “ coordination algorithm iniFiates VOting
for eachrequest,generatingat least2
v to 4 broadcastgbl, b2...) andmultiple
disklO. Makingit highlydemandingon
network throughput and
bl communicationlatency,and cannotbe

SO | | deployedacrossmultiple datacenters

.. : Other preparation steps Proposer

a: submit request, c: return the result AOUY patent algorithm Completely
eliminated these overheads Thus
greatly reducing the network load,

------ significantly improve the overall
efficiency And makesit easyto deploy
clustersacrossmultiple datacenters

App Server Cluster
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BalY Application Platforn®

A Based on our unique distributed
coordination technology, the high
performance, strong consistency
cluster acrossmultiple data centers
canbe implementedeasily

Failover A Fault detection and failover can be
done in milliseconds The systemis
still availableevenif the entire data
centeris offline.

AWe also providing a strong
consistencyguarantee evenif there
IS a network partition, it will not
appear split brain and other data
Inconsistencies

IDC 2

Failover
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A In the traditional dual fault tolerancescheme,

Slave Node B AEEIEITNERE the slavenode automaticallypromotes itself
asthe masternodeafter losingthe heartbeat
signaland continuesto provide servicesto

achievehighavailability

A In this case,split brain problem occurswhen

E— Al a ol X e both the masterand slavenodesare normal,

but the heartbeat connectionis accidentally
1.Tom : Account balance 100 . o
2.Node B: Tom Transfer 20 , the balance of 80 d|SconneCteC(netW0rk partltlon)'
3.Node A: Tom Transfer 30, the balance of 70 . . .

4 Tom sctual balance A At this time, node A andB both think that the

Szl other party is offline. Asaresult, both nodes

o VLS 20T I upgradethemselvesto the masternode and
Provide services through the VIP provide the same service, respectively This

will resultin inconsistentdata that is difficult
to recover
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OurBYPSServiceprovidesthe samelevelof consistencyasthe traditional Paxod Raftdistributedalgorithm
onthe crossiDCscale fundamentallyeliminateghe occurrenceof inconsistenciesuchassplitbrain.

Similarly ICBCAlipayand other servicesare alsohaveits own remote disasterrecoverysolutions(Alipay

Hangzhoul'h Shenzhen)CBC Shanghaih Beijing) However,in their remote disasterrecoveryschemes,
there is no paxosand other distributed coordinationalgorithmsbetween the two data centers,so strong
consistencgannotbe achieved

Forexample,a transfertransactionthat hasbeensuccessfullgompletedat Alipaymaytake severalminutes
or evenhoursto be synchronizedrom the Hangzhoumain IDCto the disasterrecoverycenterin Shenzhen
When the Hangzhoumain data center offline, all of these non-synchronizediransactionsare lost if they
switchto the disasterrecoverycenter,leadsa large numberof inconsistenciesT herefore,|ICBCAlipayand
other institutionswould rather stop the servicefor hoursor evenlonger,and would not be willing to switch
to the disastemrecoverycenterin the majoraccidentsof the main IDC Operatorswill considerturning their
businessnto a disasterrecoverycenter only after a devastatingaccidentsuchasa fire in the main data
center

Therefore the remote disastemrecoveryschemesandour strongconsistencyhighavailability,anti-split brain
multi-IDCsolutionisessentiallydifferent.
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Dueto the elimination of a large number of broadcastand distributed disk IO and other high-cost operation
broughtby the Paxos Raftalgorithm. MakingBYPSS8istributed coordinationcomponentalsoprovidesmore
excellentfeaturesin addition to the aboveadvantages

A Bulk operation: Allowseachnetwork packetto containa largenumberof distributed coordinationrequests
at the sametime. Network utilization greatlyimproved from the previouslessthan 5%to more than 99%
Similarto the differencebetweenaflight only cantransportone passengeeachtime, andanother one can
transportfull of passengerdn the actualtest, in a singleGigabitnetwork card,BYPS8anachieve4 million
requestsper secondperformance In the dualport 10 Gigabitnetwork card(currentlythe mainstreamdata
center configuration),the throughput of 80 million requestsper secondcanbe reached Thereis a huge
Improvementcomparedto the Paxod Raftclusterwhich performanceis usuallylessthan 200 requestsper
second(restrictedby its largenumber of disklO and network broadcast)

A Largecapacity usuallyevery 10GBof memory cansupportat least 100 million ports. In a 1U-sizeentry-
level PCServerwith 64 DIMM slots (8TB),it cansupportat least80 billion objectsat the sametime. In a
32U large PCserver (96TB),it can support about 1 trillion distributed coordinating objects In contrast,
traditional Paxos/ Raft algorithms can only effectively manageand schedulehundreds of thousandsof

objectsdue to their limitations.
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In addition, Paxos / Raft cannot guarantee the strong consistency of data during the
process of simultaneous failure and recovery of more than half of the nodes, and may
cause inconsistencies such as phantom reading .

For example, in a three -node cluster, node A goes offline due to power failure, and after
one hour, nodes B and C go offine because of disk failure . At this point, node A resumes
power supply and goes online again, and then the administrator replaces the disks of
nodes B and C and restores them to go online . At this point, the data modification of the
entire cluster in the last hour will be lost, and the cluster will fall back to the state before
the A node goes offine at 1 hour ago.

BYPSS fundamentally avoids such problems, so BYPSS has a stronger consistency
guarantee than Paxos/ Raft.
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Efficient high-strength cryptographic components includes basic functions such as publickey
algorithms, symmetric encryption algorithms, data encoding and decoding, hash and message
authenticationalgorithms datacompressioralgorithms,andetc.

In addition, the applicationplatform alsoprovidesa numberof highlyabstractadvancedcomponents,
suchas

The Virtual File System(VFS)supports data encryption and compressionon-the-fly. VFSsupports
dozensof strongencryptionalgorithms,includingAES 128 256), SM4, TwoFishetc., optimizedusing
AESNI, SSE and other assemblyinstruction set, with high efficiency We use this componentto
provide on-the-fly data compressiomnand strong encryption protection for the whole databaseand
configurationcategoriesin our productslike BlueWhale WhiteDolphin ZhiYeJdingom and so on. It
also includes strong cryptographiccommunication protection components based on Public Key
Infrastructure(PKlandetc.
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The applicationplatform alsoincludesa Query Engine Its ability is better than SQLlanguage
Havingown query enginegivesusthe flexibility to switchbetween RDBMSsuchasMySQLMS
SQLServerQOracle, DB, SQLiteandNoSQldatabasedike MongoDBand Cassandran addition

to making applicationsdatabaseindependent, the query engine also provides a variety of

advancedcharacteristicsthat are not supported by SQLlanguage,such as ARE(Advanced
RegularfExpressionjuerywith supportfor Unicodecharset,join querywith supportfor nested
tables, mix query of businessdata and configuration data, virtual field query, and other

customizedqueries

The query enginewas implementedusing C/C++and its hotspot codeswere optimized using
assemblylanguagefor mainstream hardware platforms 13 million times of evaluation of
expressiongper secondcanbe achievedon a ThinkPadw510 notebook (having4 coresand 8
threads@1.6GHz)producedin 2010 usinga singlecore and a singlethread only.
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The BaiYDistributed MessageQueuingService(BYDMQ)]s a distributed messagequeue servicewith
strong consistencyhigh availability, high throughput, low latencyand linear scaleout. It can support a
single point of tens of millions of concurrent connectionsand a single point of tens of millions of
messagdorwardingperformanceper second andsupportslinear horizontalscalingout of the cluster

BYDMQ Typical Architecture Example

BYPSS Cluster 1 BYPSS Cluster 2

Master Slave Arbiter Master Slave

Arbiter

&

App Server Cluster BYDMQ Cluster

Node 1

Node 2

Node 4

Node 5

=

Broker 1

Broker 2

by BaiYang /2019

BYDMQfocuseson highthroughput, low-latency
delivery of large amounts of businessmessages
Throughthe use of mature and efficient network
IO components as well as automatic message
packing pipelining and other mechanisms, it

significantly reduces command processingdelay,
improves network throughput, and effectively
increasesnetwork utilization rate. At the same
time, it also supportsadvancedfunctionssuchas
specifying TTL,maximum number of retries and

automatic dispersed delivery at single message
level.
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The BYSTcomponentprovidesuserswith an endto-end securetunnel service BYSTsupportsdozensof strong
encryption and data verification algorithms, which can provide users with safe, reliable and consistent data
communicatiortunnelservices

At the sametime, thanksto our mature high-performancenetwork 10 components,batch messagepackingand

unpackingnechanismpatenteddistributed N:M:N dynamicconnectionpool mapping,reaktime data compression
and other algorithms, BY SThas significantlyimproved the network Utilization (high load ratio) and network

throughput In typicaldaily office scenariogemail,OA file servicespnline meetings) BY STansaveusersup to 50%

of network traffic, significantlyreducingthe costof rentingexpensivaledicatedine networks

Different from all existingVPNsolutions,thanksto the impact of

the above strong encryption, batch 10 packagingand unpacking,

G b pS connection pool random remapping and data compression

algorithms,BYSTanbe completelyfeatureless(Thereareno clear

text fields that can be analyzed,nor any flow characteristics)So

@ there is no needto worry about being accidentallyinjured by the
firewall.

At the sametime, BYSTis transparently compatible with various

existing solutions such as OpenVPN CISCOVPN, v2ray, ss etc.
Thereisno need to replaceandredeploy existingsolutions
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BYCDNMNan save95% of the traffic cost and avoid lag. No App or hardwarebox is needed,No need to
changehe originalarchitecturesuchasthe applicationand CDNjustadda line of codeto the page

Relyingon the aboveBYPS8omponents BYCDNhilored a set of patented distributed, ultra-fine-grained
reaktime tracking,matching,andschedulingalgorithmsfor the p2p CDNenvironment Thealgorithmcan

simultaneouslynmanagethe massiveonline resourcesin a very fine granularity (data chunklevel) at the

sametime In a very largescaleconcurrent user scenariowith reaktime tracking, matching, analysis
statistics and scheduling It can greatly improve the reattime performanceand successate of p2p

sharing, and significantly enhance the adaptability of the overall p2pcdn system to changesin

unpredictablep2p network nodesandcachestatus

Cooperatewith our selfdevelopedd w S 3 A 2 Y k>/ISP-utateldity " three-level and five-layer peer
matchingalgorithm, network QoSadaptation,andstrongdataencryption BYCDManprovide secureand
powerful datadistribution capabilitiesfor variousservicessuchasaudioand videolive broadcastandon-
demandfile sharing,andonlineoffice. Atthe sametime, it save95%o0f traffic and costs,andavoidsthe
problemof lag(the more concurrentusers the smootherit is).
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We do not rely on "trade secretS to protect our core competitiveness Instead, we use
more open and transparenttrademarks,certifications,copyrights,patents and notarization
to protect our legal rights. Therefore, all of our technical details are disclosedin the

correspondingdocuments For details, please refer to the a . | Application Platform
2 KA GSLJ LIS NX

http://baiy.cn/doc/asp whitepaper empdf

And other documents,includingHackerNews (the world's largestcomputer sciencenews
website), Google Blogger, CSDN,and cnblogs many domestic and foreign media have
reproducedor reported these papers Comparedwith "strictly keepingsecrets",we believe
that a large number of peerreviewsunder opennessand transparency combinedwith the

harshtestsin the actual production environment,are more conduciveto the improvement
of product quality.


http://baiy.cn/doc/asp_whitepaper_en.pdf
http://baiy.cn/doc/asp_whitepaper_en.pdf
http://baiy.cn/doc/asp_whitepaper_en.pdf
http://baiy.cn/doc/asp_whitepaper_en.pdf
http://baiy.cn/doc/asp_whitepaper_en.pdf
http://baiy.cn/doc/asp_whitepaper_en.pdf
http://baiy.cn/doc/asp_whitepaper_en.pdf
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Safety and Reliability

AProductsbasedon BaiYapplicationplatform canpassmultiple technologiessuch
as strong consistent online replication (distributed file system), multi-version
control system,disksnapshotsautomaticbackupand automaticrecovery,strong
data encryption, CHAPauthentication, BY STend-to-end authentication secure
transmission, T LSHT TP 3XecurityTransmissionand high-availabilitycluster(HAC)
to ensurethe security, reliability, stability and robustnessof the servicefrom
various aspectssuch as data storage, network transmission,and node fault

tolerance



Safety and ReliabilityData Reliability

A ThecrossIDCstrongconsistencyistributed 6 replicatechnologyOnthe premiseof ensuringstrong
consistencythe reliability of all userdatais ashighas99.99999999999999% (17 d®< aNb datawill

belost evenif the entire IDCis completelydestroyedcatastrophically

A1t can automatically complete snapshotbackupsevery day and keep disk snapshotswithin a
specifiedtime range Snapshotdata canbe basedon reliable multiple copytechnologyor multiple
ECalgorithms which can effectively recover data loss causedby user misoperationor malicious
operation Backupsnapshotscan be stored alternately in different IDCsto further improve their
reliability. With unlimited versioncontrol technology it caneasilyaudit and restore the historical

stateof the system

A Datacanbe centrally storedin a virtual file system(VFS)ndependentlydevelopedby us with on-
the-fly compressiorand strongencryptionprotection. Everytime there is a change the datacanbe
backedup automatically Before eachdata accessan integrity checkwill be performed, and if an

error occurs,it will be automaticallyrestored



Safety and Reliabilityservice Availability

A Basedon our strong consistentand split-brain resistantmulti-active IDChigh-availabilityc
luster (HAC)patent architecture,the overall serviceavailabilitycanreach99.999%% (6 09¢
S). Ensurethat evenif the entire IDCgoesoffline dueto municipalconstruction,naturald
Isasters humanerror, etc., it cancompletethe failoverin secondsand automaticallyswit
chto other availablelDC4o0 provide uninterrupted services

A Thestrongconsistencyguaranteeprovidedby the well-designeddistributed coordination
and data synchronizationalgorithmssuch as fault detection, servicediscovery,service
election, distributed locks,and messagerouting ensuresthat crossliDCfailover will not

causedata consistencyproblems

Note: Our high-availability (HAC)and high-performance(HPCYistributed architectureand algorithmsare protected by a
numberof national andinternational invention patents



Safety and ReliabiliyReliability Supplement

A Multi-active IDCtechnologywith strong consistencyguaranteeis the key technologyof modern
high-performanceand high-availabilityclusters,andit is alsoa major difficulty recognizedn the
Industry. Asexamples September4, 2018 the coolingsystemfailure of a Microsoft data center
In SouthCentralUScausedOffice, Active Directory,VisualStudioand other serviceso be offline
for nearly 14 hours August 20, 2015 Google GCEservice interrupted for 12 hours and
permanentlylost part of data; May 27, 2015 July22, 2016and Dec5, 2019Alipayinterrupted for
severalhours Aswell asthe July22, 2013 and Mar 29, 2023 WeChatserviceinterruption for
severalhours, and etc. Thesemajor accidentsare due to product not implement the multiple
activelDCarchitecturecorrectly,soasinglelDCfailure led to full serviceoft-line.

A We have over 10 yearsof experiencein the distributed computingfield. We hold the related
distributed architecture and algorithms which protected by a number of national and
Internationalpatents Thankgo theseleadingdistributedclusteringalgorithmsandarchitectures,
we can deploy multiple active IDCcluster with strong consistent, high availability, and high
performanceguaranteeeasily We havebeenimplementedthe truly multiple active IDCcluster
on full range of our products, providing our customerswith unparalleleddata reliability and
serviceavailabilityassurance



Safety and ReliabiliyHigh Availability Counterexamples

A WeChatid not implementmulti-activeIDCyresultingin unavailabilityfor severahours
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Safety and ReliabiliyHigh Availability Counterexamples
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A WeChatand QQdid not implementmulti-activelDC resultingin unavailabilityfor severalhours
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Safety and ReliabilityHigh Availability Counterexamples

A Alipaydid not implementmulti-live IDC resultingin mult@qei%%}\é%‘lﬁglhtyfor severalhours
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Safety and ReliabilityHigh Availability Counterexamples

A Googlecloudcomputingservicecrashedor 12 hoursandpermanentlylosesdata
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Safety and ReliabilityHigh Availability Counterexamples

A QQmailboxdoesnot implementmultiple activelDC andthe serviceis unavailableon alargescale
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A Multiple failuresof AlibabaClouddatacenter causeserviceinterruptions
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A BritishAirwayscrashessystemfor daysdue to power failure in datacenter
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A A Microsoft data center air conditioner failure causedOffice, AD, VSand other servicesto be offline and
unavailabldor nearlyl4 hours

Azure status

Last updated 48 seconds ago

Get a personalised view of the health of your Azure services

Go to your personalised dashboard »

A Multiple Services - Applying Extended Mitigation

UPDATE AS OF 15:00 UTC: Engineers have restored storage availability for the majority of impacted services, and customers should be continuing to see
improvements to service availability.

CUSTOMER IMPACT: Starting at 09:29 UTC on 04 Sep 2018, customers with resources in South Central US may experience difficulties connecting to
resources hosted in this region. A complete list of impacted services can be found below.

PRELIMINARY ROOT CAUSE: A severe weather event, including lightning strikes, occurred near one of the South Central US datacenters. This resulted in a
power voltage increase that impacted cooling systems. Automated datacenter procedures to ensure data and hardware integrity went into effect and
critical hardware entered a structured power down process.

ENGINEERING STATUS: Engineers have restored access to storage resources for the majority of services, and most customers should be seeing signs of
recovery. Engineers are continuing to work on any residual storage impact to fully mitigate this issue. We are also working with the impacted service

teams to validate their service health in order to update this status page.

NEXT UPDATE: The next update will be provided by 20:00 UTC 05 Sep 2018 or as events warrant.
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A Thefailure of China'ationalforeignexchangesystemcausedhe suspensiorof foreign exchangeéusiness
of alldomesticbanksfor severalhours
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A Shanghat St S @gtivalliber wascut and severalbusinessesncludingTencentLeagueof LegendLol)

were suspendedor severalhours
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Safety and Reliabilitypata Security 1

A Our seltdevelopedvirtual file system(VFS}upportson-the-fly data compressiorand strong
encryption It can provide strong encryption protection at the entire databaselevel for all
data, and supports dozensof industryrecognizedstrong encryption algorithms including
AESSMW, and BlowFish

Note Ordinary,encryptionbasedon databaserecordsusuallyconvertsthe sameplaintextinto the sameciphertext

For example if there is a field named "Name" in the usertable in the databaseto store the name of the employee,and the
plaintext "James'is encryptedandthe ciphertextis"ABCD"then for the row by row (field by field) encryptionalgorithm,every
time an employeenamed"James"appearsin the table, it will be encryptedas"ABCD"(ECHike mode)

All types of ECBmodeshave weak protection againstcrackingmethods such as static analysis,differential
analysisandknown(partial) plaintextattacks,andcannotensuredatasecurity.

Our VFSusesan entire databaselevel encryptiontechnologybasedon secureencryptionmodessuchasCTR
and CBCand strong encryption algorithms such as AESto provide mathematically provable strong security
(reliability, consistencyconfidentiality) protection. Evenif it is the sameplaintext, it will be transformedinto a
differentand completelyunrelatedciphertext,thuseliminatingthe abovementionedattackmethods
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AThe application platform supportsthe storageof user passwordswith a salted
secure hash value Then this information will be compressedand strongly
encryptedbefore beingsavedin the configurationstorage

AThe support platform supports unified managementof user permissionswith a
strict role-basedauthorizationmechanismand accesscontrol list (ACL) After the
entire databaseencryption function is turned on, even network administrators
cannotpeekinto corporatedata.



Safety and ReliabilityTransmission Security

A Products based on the support platform can use digital certificates issued by recognized
authoritiesto provideonline bankinglevel TLJHTTPS)etwork data transmissiorprotection and
BYSPasedendto-end securetransmissiorcapabilities

A User passwordsare stored in the form of a salted securehash Usethe CHAPauthentication
protocol basedon SHAand HMACsecurityalgorithmsto complete the network authentication
process Evenif it doesnot rely on TLSencryptionprotection (full plaintext transmission)there
will be no keyleakage

A It can be configuredto force the cooling for M minutes after the same user fails to log in
consecutivelyfor N times, and cooperatewith intrusion detection and maliciousrequestfiltering
technologyto preventbrute force cracking In addition, the administratorcanalsocustomizethe
passwordcomplexityrequirementssuchasthe minimum length, uppercaseand lowercaseetters,
andnumbers

A EAB+level dedicatedsmartcard canbe usedto achievehardwarelevel securityauthentication
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A Environmentssuchas Java(JRE)C#(.NET),and Tomcathavea large number of serioussecurity
vulnerabilities,and there are extremelyhigh securityrisks Throughthe CVEdatabasepublished
by the International SecurityOrganizationjt can be found that the abovementioned products
havemultiple new vulnerabilitieswith the highestseveritylevel beingdisclosedalmosteveryyear.

Forexample

A Javy https://www.cvedetails.com/vulnerabilityist/'vendor_id93/product_id-19117/Oracle]RE.
html

A Tomcagk https://www.cvedetails.com/vulnerabilityist/'vendor_id-45/product_id-887/ApacheTo
mcat.html

A NET https://www.cvedetails.com/vulnerabilityist/'vendor_id-26/product_id-2002/Microsoft
.net-Framework.html

A etc.
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Other Product Composition

Some App/Some Websites-----

Application Business Logic

Third-party Framework

Jboss, Struts, Spring......

Web Container

Tomcat, Jetty, IIS, Apache««« =+

Runtime

JRE (Java), CLR (.NET), ZEND/HHVM (PHP)+++ -+

Underlying Infrastructure

SETHME @ -

Hardware Platform (x86/x64, ARM, MIPS, POWER

A As shown in the left figure: The dependenceon

dynamic runtime environments such as Java
and .NET, containers such as Tomcat, and third-
party frameworks such as Spring have led to the
introduction of a large number of additional third-
party componentsthat are not controlled by the
developer

A Obviously, products developed using dynamic

languagessuch as Java, .NET, and PHP include
multiple additional layers such as third-party
frameworks,web containers,and dynamicruntimes
between the application and the underlying
infrastructure Theseadditionallayersof third-party
software that are not under the control of the
developer contain a large number of well-known
securityvulnerabilitiesthat canbe easilyexploited
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A Evenordinary userswith a little common sensecan simply find free and open source
tools that can successfullyexploit these vulnerabilitiesthrough searchengines,and use
them to invadecorporatesystemsto completeillegal operationssuchasdata theft, data

tampering,and data destruction Justtry Google"vulnerability scan","penetration tool"
andother related keywords

At can be seenthat the introduction of uncontrolled additional layersgreatly increases
the attack surfaceof the systemand seriouslyincreaseshe securityrisk of the system
At the same time, it greatly increasesthe workload of operation and maintenance
personnelandincreaseshe total costof ownership(TCODpf the system
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Product based on BaiY Application Platform

Native Code

Application Business Logic

Underlying Infrastructure

ON) .’-"é B G e

Hardware Platform (x86/x64, ARM, MIPS, POWER«** +*+ )

A Asshownin the figure above productsbasedon
the application platform are developed using
toolssuchasassemblhyand C/C++

A Built directly on the underlyingoperatingsystem
andhardwareplatform.

A Productsbasedon the application platform run

directly on the underlying infrastructure
composedof bare metal and operating systems
with efficient native code (Native Codg, bringing
unparalleled spacetime efficiency and security
guaranteedor softwareproducts

A Sincethere is no need to rely on uncontrollable

third-party components such as dynamic
runtimes and web containers,the attack surface
of the softwareandthe hiddendangersof system
securityare greatlyreduced At the sametime, it

greatly reducesthe workload of operation and

maintenancepersonneland reducesthe overall
cost



Safety and Reliabilitysecurity Supplement

A In recent years,there have been frequent securityissues Amazon,Walmart, Yahoo,Linkedin ,
OpenAl(ChatGP) Sony,JPMorganChase UPS eBay,JD,Alipay, CTrip 12306 Netease CSDN,
China Life Insurance,and major hotel groups (such as Jinjiang InterContinental, Sheraton,
Marriott, and Huazhg and other well-known companiesfrequently report a large number of

serioussecurity incidentsinvolving the leakageof userinformation, and security assurances
urgent

A Theapplicationplatform supportsstoring all databasesand local configurationdata in our self
developed virtual file system (VFS)that supports on-the-fly data compressionand strong
encryption for comprehensive protection. Support dozens of industryrecognized strong
encryptionsecurityalgorithms evensystemadministratorscannot peekinto corporatedata.

A Thestrong encryptionalgorithm basedon industry standardsguaranteesthat evenif there are
supercomputerghat cancompleteonetrillion key crackingattempts per secondin the future, it
will take anaverageof 54 trillion yearsto cracka key. Safetyhasbeengreatlyguaranteed
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A A glimpseof high-risk vulnerabilitiesin Java

Vulnerability Details : CVE-2016-3443

Unspecified vulnerability in Oracle Java SE 6ul13, 7u99, and 8u77 allows remote attackers to affect confidentiality, integrity, and availability via vectors related to 2D, NOTE: the previous
information is from the April 2016 CPU. Oracle has not commented on third-party claims that this issue allows remote attackers to obtain sensitive information via crafted font data, which
triggers an out-of-bounds read.

Publish Date ; 2016-04-21 Last Update Date ; 2016-12

Vuinerabllity Details : CVE.2016-3427
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Search Twitter Search YouTube Search Google
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A Securitybreachled to Yahodeakingdataof morethan 3 billion users
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A Redissecurityflawsleadto ChatGPTeakinguserprivacysessions

Redis {5ixS3 ChatGPT HiFilt:E , MAMT—HLM

£ EFE— , ChatGPT BE T RAFEIEHREMN |, 155 ChatGPT NEFETEBECHNHEENERERTEMA
FIRHEICR. AVCEMNENAEIETE |, A ChatGPT Plus FBFPIRIE Reddit O Twitter SFFESANTEE |, =5
E8n T EaE BRI T E b A8 R,

29 Elliot w
| [iotr Follow

@OpenAl on payment page for ChatGPT Plus, it originally
stated it had sent an SMS to a number | did not recognise.
Then when selecting to send an email instead, it is
showing an email address that | have never heard of. Form
field is also pre-filled with the unknown email address

US$Z0.00

“ e

Use your saved information
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ANetEasdeakeddataof over 100 million users
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A JavaStrutsframeworkvulnerabilitycausessensitivedata suchastens of millionsof useraccountpasswords
andcreditcardsto leak
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A Alipayleakedtensof millionsof userdata
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A Equifaxleaked 143 million people'ssocial security, credit card and other sensitiverecordsdue to JavaStruts
vulnerability

Cybersecurity Incident & [m  shemess e - se- =
Consumer Notice ~ FAQs Potential Impact ~ Enroll  Trusi EXELAZATAERBLTE

T OME RUERI0ASS

A Progress Update for Consumers

September 13, 2017

1) Updated information on U.S. website application vulnerabi
Equifax has been intensely investigating the scope of the intrusion wit

information was accessed and who has been impacted. We know tha

Apache Struts CVE-2017-5638. We continue to wark with law enforce

with law enforcement.

. . . . . AR TR EA TR, = 8% XRRBARTNS
2) Temporary interruption to credit freeze sign-up link. 1 43C AM soEE. wIs B BILIORE T 8N T .
BRA®ES ] » 4 . 4 £ 3 i & s = o
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AUberconcealechackingandleakeddataof 57 million users
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A Major security incident of WeChatPay "Buy at Zero Dollars" causedby the XXEvulnerability in JavaXML

component
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Example wiwo :
attack:
https: // pay. wivo. con. e/ webpay/wechat/ callback. oo

notify url:

cad: /home/

tomoat

attack: @‘l
notify url: https://pay. vive. con. cn/webpay/wechst/ callback. oo
cnd: /home/toncat

result:
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A Many hotel groupssuch as ChinaLodgingGroup Hanting Orangeand other hotel groupsleaked 130 million
people'ssensitivanformationand240millionroom openingrecords



